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Virus Scan
 

Report Summary

Date Range: 01 Jun 2024 - 22 Oct 2024

Group Name: All Groups

Endpoint Name: All

User Name: All

Records Found: 993

   

Incidents

Date & 
Time

Endpoint 
Name

User Name Domain File Name Virus Name
Source of 
Infection

Action 
Taken

22 Oct 
2024 

(11:00:24)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Oct 
2024 

(10:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Oct 
2024 

(10:15:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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21 Oct 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Oct 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Oct 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Oct 
2024 

(15:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Oct 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Oct 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Oct 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Oct 
2024 

(11:00:24)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Oct 
2024 

(10:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Oct 
2024 

(10:15:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Oct 
2024 

(10:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Oct 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Oct 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Oct 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Oct 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Oct 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Oct 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Oct 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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19 Oct 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Oct 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Oct 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Oct 
2024 

(16:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Oct 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Oct 
2024 

(15:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Oct 
2024 

(14:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Oct 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Oct 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Oct 
2024 

(11:00:24)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Oct 
2024 

(10:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Oct 
2024 

(10:15:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Oct 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Oct 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Oct 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Oct 
2024 

(16:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Oct 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Oct 
2024 

(15:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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17 Oct 
2024 

(14:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Oct 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Oct 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Oct 
2024 

(11:00:24)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Oct 
2024 

(10:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Oct 
2024 

(10:15:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Oct 
2024 

(10:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Oct 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Oct 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Oct 
2024 

(16:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Oct 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Oct 
2024 

(15:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Oct 
2024 

(14:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Oct 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Oct 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Oct 
2024 

(11:00:24)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Oct 
2024 

(10:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Oct 
2024 

(10:15:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Oct 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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16 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Oct 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Oct 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Oct 
2024 

(16:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Oct 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Oct 
2024 

(15:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Oct 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Oct 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Oct 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Oct 
2024 

(11:00:24)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Oct 
2024 

(10:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Oct 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Oct 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Oct 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Oct 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Oct 
2024 

(16:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Oct 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Oct 
2024 

(15:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Oct 
2024 

(14:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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14 Oct 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Oct 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Oct 
2024 

(11:00:24)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Oct 
2024 

(10:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Oct 
2024 

(10:15:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Oct 
2024 

(10:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Oct 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Oct 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Oct 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Oct 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Oct 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Oct 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Oct 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Oct 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Oct 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Oct 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Oct 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Oct 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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11 Oct 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Oct 
2024 

(15:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Oct 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Oct 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Oct 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Oct 
2024 

(11:00:24)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Oct 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Oct 
2024 

(10:15:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Oct 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Oct 
2024 

(17:31:48)
IT-252 Shailesh

WORKGRO
UP

Windows Movie Maker 6.1 [1].exe
PUA.Nanjinga

od.Gen
-

Access 
denied

10 Oct 
2024 

(17:24:49)
IT-252 Shailesh

WORKGRO
UP

Windows Movie Maker 6.1 [1].exe
PUA.Nanjinga

od.Gen
-

Access 
denied

10 Oct 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Oct 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Oct 
2024 

(16:51:42)
IT-252 Shailesh

WORKGRO
UP

FFSetup296.exe
Webtoolbar.A

sparnet
-

Access 
denied

10 Oct 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Oct 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Oct 
2024 

(15:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Oct 
2024 

(14:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Oct 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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10 Oct 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Oct 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Oct 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Oct 
2024 

(10:15:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Oct 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Oct 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Oct 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Oct 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Oct 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Oct 
2024 

(15:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Oct 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Oct 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Oct 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Oct 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Oct 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Oct 
2024 

(10:15:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Oct 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Oct 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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08 Oct 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Oct 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Oct 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Oct 
2024 

(15:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Oct 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Oct 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Oct 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Oct 
2024 

(11:00:24)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Oct 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Oct 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Oct 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Oct 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Oct 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Oct 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Oct 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Oct 
2024 

(15:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Oct 
2024 

(14:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Oct 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Oct 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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07 Oct 
2024 

(11:00:24)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Oct 
2024 

(10:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Oct 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Oct 
2024 

(10:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Oct 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Oct 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Oct 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Oct 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Oct 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Oct 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Oct 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Oct 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Oct 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Oct 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Oct 
2024 

(16:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Oct 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Oct 
2024 

(15:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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04 Oct 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Oct 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Oct 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Oct 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Oct 
2024 

(10:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Oct 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Oct 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Oct 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Oct 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Oct 
2024 

(16:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Oct 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Oct 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Oct 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Oct 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Oct 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Oct 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Oct 
2024 

(10:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Oct 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Oct 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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03 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Oct 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Oct 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Oct 
2024 

(16:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Oct 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Oct 
2024 

(15:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Oct 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Oct 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Oct 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Oct 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Oct 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Oct 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Oct 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Oct 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Oct 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Oct 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Oct 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Oct 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Oct 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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01 Oct 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Oct 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Oct 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Oct 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Oct 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Oct 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Oct 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Sep 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Sep 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Sep 
2024 

(16:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Sep 
2024 

(15:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Sep 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Sep 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Sep 
2024 

(10:15:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Sep 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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29 Sep 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

29 Sep 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

29 Sep 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

29 Sep 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

29 Sep 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

28 Sep 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

28 Sep 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

28 Sep 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

28 Sep 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

28 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Sep 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Sep 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Sep 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Sep 
2024 

(15:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Sep 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Sep 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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27 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Sep 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Sep 
2024 

(20:20:38)
IT-252 SYSTEM

WORKGRO
UP

RDPWInst.exe
Behavior.Det

ection
-

Quaranti
ned

26 Sep 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Sep 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Sep 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Sep 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Sep 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Sep 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

25 Sep 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

25 Sep 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

25 Sep 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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25 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

25 Sep 
2024 

(15:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

25 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

25 Sep 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

25 Sep 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

25 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

25 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

25 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

25 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

25 Sep 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

24 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

24 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

24 Sep 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

24 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

24 Sep 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

24 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

24 Sep 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

24 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

24 Sep 
2024 

(11:00:24)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

24 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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24 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

24 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

24 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

24 Sep 
2024 

(00:09:10)
IT-252 Shailesh

WORKGRO
UP

rdpwrap.dll
Trojan.Puams

on
- Deleted

23 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Sep 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Sep 
2024 

(16:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Sep 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Sep 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Sep 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Sep 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Sep 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Sep 
2024 

(17:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Sep 
2024 

(16:00:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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22 Sep 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Sep 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Sep 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Sep 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Sep 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Sep 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Sep 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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19 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Sep 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Sep 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Sep 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Sep 
2024 

(16:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Sep 
2024 

(15:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Sep 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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18 Sep 
2024 

(12:05:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Sep 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Sep 
2024 

(15:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Sep 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Sep 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Sep 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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16 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Sep 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Sep 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Sep 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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14 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Sep 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Sep 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Sep 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Sep 
2024 

(16:30:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Sep 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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12 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Sep 
2024 

(13:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Sep 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Sep 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Sep 
2024 

(13:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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11 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Sep 
2024 

(18:10:32)
REEMA-PC staff

WORKGRO
UP

nsemail.eml
JS.Downloade

r.MZ
- Deleted

10 Sep 
2024 

(17:10:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Sep 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Sep 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Sep 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Sep 
2024 

(09:50:04)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Sep 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Sep 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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09 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Sep 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

www.seqrite.com
www.seqrite.com


www.seqrite.comSeqrite Endpoint Security

06 Sep 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Sep 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Sep 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Sep 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Sep 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Sep 
2024 

(13:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

www.seqrite.com
www.seqrite.com


www.seqrite.comSeqrite Endpoint Security

05 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Sep 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Sep 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Sep 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Sep 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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03 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Sep 
2024 

(15:18:47)

DESKTOP-3
KIIG8K

RM
WORKGRO

UP
Keygen.exe

Trojan.IGENE
RIC

- Deleted

03 Sep 
2024 

(15:18:46)

DESKTOP-3
KIIG8K

RM
WORKGRO

UP
Nitro 9 Keygen.exe

Trojan.IGENE
RIC

- Deleted

03 Sep 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Sep 
2024 

(13:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Sep 
2024 

(11:54:36)

DESKTOP-3
KIIG8K

RM
WORKGRO

UP
Nitro 9 Keygen.exe

Trojan.IGENE
RIC

- Deleted

03 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Sep 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Sep 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Sep 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Sep 
2024 

(13:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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02 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Sep 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Sep 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Sep 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Sep 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Sep 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Sep 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Sep 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Sep 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Sep 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

31 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

31 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

31 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

31 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

31 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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30 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Aug 
2024 

(14:45:03)
IT-252 Shailesh

WORKGRO
UP

KMSAuto++.exe
Behavior.Det

ection
-

Quaranti
ned

30 Aug 
2024 

(14:45:02)
IT-252 SYSTEM

WORKGRO
UP

KMSAuto++.exe
Behavior.Det

ection
-

Quaranti
ned

30 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Aug 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

30 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

29 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

29 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

29 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

29 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

29 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

29 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

29 Aug 
2024 

(13:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

29 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

29 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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29 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

29 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

29 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

29 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

28 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

28 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

28 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

28 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

28 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

28 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

28 Aug 
2024 

(13:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

28 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

28 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

28 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

28 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

28 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

28 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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27 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Aug 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

27 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Aug 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

www.seqrite.com
www.seqrite.com


www.seqrite.comSeqrite Endpoint Security

26 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

26 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

25 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

25 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

25 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

25 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

25 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

24 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

24 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

24 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

24 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

24 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Aug 
2024 

(13:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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23 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

23 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Aug 
2024 

(13:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

22 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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21 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Aug 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

21 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Aug 
2024 

(13:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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20 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

20 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Aug 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

19 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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18 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

18 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

17 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Aug 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

16 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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16 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Aug 
2024 

(13:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

15 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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14 Aug 
2024 

(13:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

14 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Aug 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

13 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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12 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Aug 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

12 Aug 
2024 

(09:40:40)

DESKTOP-V
UGDTNS

sbpl
WORKGRO

UP
2. Patch x64.exe

Riskware.Dup
atcher.A4

- Deleted

12 Aug 
2024 

(09:40:39)

DESKTOP-V
UGDTNS

sbpl
WORKGRO

UP
2. Patch x86.exe

Riskware.Dup
atcher.A4

- Deleted

12 Aug 
2024 

(09:38:24)
IT-252 Shailesh

WORKGRO
UP

2. PATCH X64.EXE
Riskware.Dup

atcher.A4
-

Access 
denied

11 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

11 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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11 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

10 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Aug 
2024 

(13:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

09 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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08 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Aug 
2024 

(13:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Aug 
2024 

(10:14:17)
IT-252 Shailesh

WORKGRO
UP

2. PATCH X64.EXE
Riskware.Dup

atcher.A4
-

Access 
denied

08 Aug 
2024 

(10:14:17)
IT-252 Shailesh

WORKGRO
UP

2. PATCH X86.EXE
Riskware.Dup

atcher.A4
-

Access 
denied

08 Aug 
2024 

(10:14:02)
IT-252 Shailesh

WORKGRO
UP

2. Patch x64.exe
Riskware.Dup

atcher.A4
- Deleted

08 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

08 Aug 
2024 

(08:56:41)
IT-252 Shailesh

WORKGRO
UP

2. PATCH X86.EXE
Riskware.Dup

atcher.A4
-

Access 
denied

08 Aug 
2024 

(08:56:08)
IT-252 Shailesh

WORKGRO
UP

2. PATCH X64.EXE
Riskware.Dup

atcher.A4
-

Access 
denied

08 Aug 
2024 

(08:55:05)
IT-252 Shailesh

WORKGRO
UP

2. Patch x64.exe
Riskware.Dup

atcher.A4
- Deleted

08 Aug 
2024 

(08:55:05)
IT-252 Shailesh

WORKGRO
UP

2. Patch x86.exe
Riskware.Dup

atcher.A4
- Deleted

08 Aug 
2024 

(08:47:51)
IT-252 Shailesh

WORKGRO
UP

2. Patch x86.exe
Riskware.Dup

atcher.A4
- Deleted
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08 Aug 
2024 

(08:47:50)
IT-252 Shailesh

WORKGRO
UP

2. Patch x64.exe
Riskware.Dup

atcher.A4
- Deleted

08 Aug 
2024 

(08:03:59)
IT-252 Shailesh

WORKGRO
UP

2. PATCH X86.EXE
Riskware.Dup

atcher.A4
-

Access 
denied

08 Aug 
2024 

(08:03:55)
IT-252 Shailesh

WORKGRO
UP

2. PATCH X64.EXE
Riskware.Dup

atcher.A4
-

Access 
denied

07 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Aug 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

07 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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06 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Aug 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

06 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Aug 
2024 

(13:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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05 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

05 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

04 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

03 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Aug 
2024 

(13:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned
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02 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

02 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Aug 
2024 

(17:10:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Aug 
2024 

(17:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Aug 
2024 

(16:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Aug 
2024 

(16:00:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Aug 
2024 

(15:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Aug 
2024 

(14:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Aug 
2024 

(13:00:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Aug 
2024 

(12:05:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Aug 
2024 

(11:00:23)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Aug 
2024 

(10:30:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Aug 
2024 

(10:15:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Aug 
2024 

(10:05:02)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

01 Aug 
2024 

(09:50:03)
LENOV-IPO SYSTEM

WORKGRO
UP

powershell.exe
Behavior.Det

ection
-

Quaranti
ned

31 Jul 2024 
(17:10:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

31 Jul 2024 
(17:00:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

31 Jul 2024 
(16:30:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned
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31 Jul 2024 
(16:00:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

31 Jul 2024 
(15:00:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

31 Jul 2024 
(14:00:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

31 Jul 2024 
(13:00:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

31 Jul 2024 
(12:05:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

31 Jul 2024 
(12:01:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

31 Jul 2024 
(11:00:23)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

31 Jul 2024 
(10:30:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

31 Jul 2024 
(10:15:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

31 Jul 2024 
(10:05:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

30 Jul 2024 
(17:10:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

30 Jul 2024 
(17:00:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

30 Jul 2024 
(16:30:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

30 Jul 2024 
(16:00:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

30 Jul 2024 
(15:19:43)

IT-252 Shailesh
WORKGRO

UP
Windows Movie Maker 6.1 [1].exe

PUA.Nanjinga
od.Gen

-
Access 
denied

30 Jul 2024 
(15:00:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

30 Jul 2024 
(14:00:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

30 Jul 2024 
(13:00:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

30 Jul 2024 
(12:05:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

30 Jul 2024 
(12:01:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

30 Jul 2024 
(11:00:23)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

30 Jul 2024 
(10:30:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

30 Jul 2024 
(10:15:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

30 Jul 2024 
(10:05:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

29 Jul 2024 
(17:10:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

29 Jul 2024 
(17:00:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

29 Jul 2024 
(16:30:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

29 Jul 2024 
(16:00:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned
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29 Jul 2024 
(15:00:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

29 Jul 2024 
(14:00:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

29 Jul 2024 
(13:00:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

29 Jul 2024 
(12:05:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

29 Jul 2024 
(12:01:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

29 Jul 2024 
(11:00:23)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

29 Jul 2024 
(10:30:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

29 Jul 2024 
(10:15:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

29 Jul 2024 
(10:05:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

28 Jul 2024 
(17:10:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

28 Jul 2024 
(17:00:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

28 Jul 2024 
(16:00:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

28 Jul 2024 
(12:05:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

28 Jul 2024 
(09:50:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

27 Jul 2024 
(17:10:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

27 Jul 2024 
(17:00:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

27 Jul 2024 
(16:25:22)

TECH-MAIN SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

27 Jul 2024 
(16:25:22)

TECH-MAIN SYSTEM
WORKGRO

UP
cmd.exe

Behavior.Det
ection

-
Quaranti

ned

27 Jul 2024 
(16:00:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

27 Jul 2024 
(12:05:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

27 Jul 2024 
(09:50:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

26 Jul 2024 
(17:10:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

26 Jul 2024 
(17:00:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

26 Jul 2024 
(16:30:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

26 Jul 2024 
(16:00:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

26 Jul 2024 
(15:00:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

26 Jul 2024 
(14:00:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

26 Jul 2024 
(13:00:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned
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26 Jul 2024 
(12:05:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

26 Jul 2024 
(12:01:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

26 Jul 2024 
(11:00:23)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

26 Jul 2024 
(10:30:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

26 Jul 2024 
(10:15:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

26 Jul 2024 
(09:50:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

25 Jul 2024 
(17:10:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

25 Jul 2024 
(17:00:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

25 Jul 2024 
(16:30:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

25 Jul 2024 
(16:00:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

25 Jul 2024 
(15:00:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

25 Jul 2024 
(14:00:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

25 Jul 2024 
(13:00:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

25 Jul 2024 
(12:05:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

25 Jul 2024 
(12:01:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

25 Jul 2024 
(11:00:23)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

25 Jul 2024 
(10:30:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

25 Jul 2024 
(10:15:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

25 Jul 2024 
(09:50:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

24 Jul 2024 
(17:10:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

24 Jul 2024 
(17:00:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

24 Jul 2024 
(16:30:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

24 Jul 2024 
(16:00:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

24 Jul 2024 
(15:00:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

24 Jul 2024 
(14:00:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

24 Jul 2024 
(13:00:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

24 Jul 2024 
(12:05:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

24 Jul 2024 
(12:01:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned
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24 Jul 2024 
(11:00:23)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

24 Jul 2024 
(10:30:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

24 Jul 2024 
(10:15:02)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned

24 Jul 2024 
(09:50:03)

LENOV-IPO SYSTEM
WORKGRO

UP
powershell.exe

Behavior.Det
ection

-
Quaranti

ned
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